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NMpeauncnoBue

Hacrosiue mpaBuia nonb3oBanus pacrpoctpansaiorcss Ha CK3U « VPN-Key-
TLS» B Bapuante ucnonanenus 7 (mamee CK3U « VPN-Key-TLS») u 00s3aTeabHbI IS
BbInosiHeHus nonb3oBareasiMmu CK3U « VPN-Key-TLS».

[IpaBuna TOJB30BaHUSI COCTABJIEHBI B COOTBETCTBUM C JIOKYMEHTOM
TC 26.2.001-2020 «CoctaB ® coAep)KaHWE TPaBUJ TIOJB30BAHUS CPEJICTB

Kpunrorpadguueckon 3auThl HHHOPMALITUID .
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1 TlepevyeHb UCNONb3yeMbIX TEPMUHOB U COKpaLLeHUMn

B wacrosmem

JOKYMCHTC  HCIIOJIB30BaHbI  CJIICAYIOINUC  TCPMHHBI

COOTBCTCTBYIOIIMMH OIIPCACICHUAMMU:

C

Tepmun

Onpenenenue

APM vHHIMAJIN3auu

Wznenne «APM wmuunmanusamun» u3 cocraBa CK3U «VPN-Key-TLS
AnMuHHECTpaTOP»

APM ynpasienus | Usnenne «APM ynpasnenns obHoBmeHusmMu» n3 coctaBa CK3U «VPN-
00HOBJICHUAMH Key-TLS AnamuaHCTpaTOp»

PIN-kon [Taponp mocTyma K yCTpOUCTBY

PUK-Ko1 JloTIOMHUTENBHBIN KO TOCTyNa, MpeAHa3HaAuYeHHBIN U pa30I0KUPOBAHUS

YCTPOKCTBA MOCIIE TPOESKPATHOTO HenpaBHiIbHOTO BBosa PIN-kona

B HaCTOoAIICM JOKYMCHTC HMCIIOJIB3YIOTCA CIICOAYIOIIUC 0003HAYCHUA U

COKpalICHUA:
O06o03Ha4eHHe Onucanue
APM ABTOMaTU3MPOBAHHOE paboUee MECTO
AIIM/3 ATnmnapaTHO-TIPOrpaMMHBIA MOJYJIb TOBEPEHHOU 3arpy3Ku
AC AmnmapatHsle CpeaCcTBa
HXM Hakonwurenpb Ha )XECTKOM MarHUTHOM JIUCKE
HCO HecanknmoHHpoOBaHHBIN JOCTYIT
o3y OrnepaTUBHOE 3aIIOMHUHAIOIIEE YCTPOHCTBO
oC OrneparmoHHas cucTeMa
MMAK IIporpamMHoO-anmapaTHbIi KOMILIEKC
o [IporpammMHoe obecnieueHue
o [IpuknamHoe mporpaMMHOe OOecTieueHUE
BBM [lepconanbHas 3MEKTPOHHAs BBIYMCIUTENbHAS MallIMHA
CK3H1 CpenctBo kpunrorpadguaecKoi 3amuTsl HHPOpMAIHN
Co Cpena GyHKIIMOHUPOBAHUS
Yo Y iocToBepAronIuii IEHTP
dOKH OYHKIMOHAIBHBIN KIIOYEBON HOCUTEh
M OnekTpoHHas MOANNCH




CK3U «VPN-Key-TLS» IIpasuna nonvzosanus MH®K.11485466.4012.021 34 05

2 HasHayeHue CK3U n ero oCHOBHbIEe XapaKTepPUCTUKN
2.1 CK3U «VPN-Key-TLS» B Bapuante ucrniosinenust 7 (yu€tHsiii unjaexc H-

1362K) mpenHazHaveHo [T MU(PPOBAHKS, UMUTO3ALIUTHI, JICKTPOHHON TMOIMKUCH U
IPOBEPKU TOJNUCH JaHHBIX, OpPraHU3aIlMi KJIUEHTCKOM yacTu mportokona TLS 1.2
(RFC 5246) u peanuszaiuu 0€30IaCHOrO XPAHCHHS M HMCIOJIB30BAHHUS CEKPETHBIX
KITFOUEH.

CK3U1 «VPN-Key-TLS» MokeT UCIOJIb30BAThCA:

— B KayecTBE IMEPCOHAIBHOIO CpEACTBA KpUNTOrpaduyecKON 3alluThl
uHbopMaIny;

— B KaQ4e€CTBE CPEICTBA SJEKTPOHHOU MOAIICH;

— Uil co3laHusi Ha ero 0Oa3e Kpunrtorpaguueckux cucreMm (ImyTéM
pa3pabOTKu  MOporpaMMHOrO  oOecreueHusi,  00eCIEeUUBAIOIIETO
NpUKJIaJAHbIe QYHKIIMA KPUNTOTPAPUIECKON CUCTEMBI).

2.2 CK3U «VPN-Key-TLS» mnpemnasHadeHO 111 OOCCICYCHHS 3alllUTHI
KOH(pUAEHIIUATIBHOW UH(POPMAIIUU, HE COCTABIISIONIEH FOCY/1apCTBEHHOM TalHBI.
2.3 CocraB CK3U:

— MHUKPOKO/]I firmware550.bin, GyHKIMOHUPYIOIIHIA B
crienuau3upoBaHHoM ycrpoiictBe « VPN-Key-TLSy», u3roroieHHoOM B
cootBercTBUM ¢ TY 11485466.26.20.40.140.028.002;

— MpPOTpaMMHBIA MOIynb start, dyHkuuonupyronmii Ha [I9BM mop
ynpasiearneM OC Windows (nMeet Ha3BaHue «start.exe»), Linux (umeer
Ha3BaHUE «Linux_x64y), MacOS (umeet Ha3BaHHE
«\Start.app\Contents\MacOS\Start») (manee start.exe).

— nporpaMMHbli Moaynb hashcetrl, dynkunonupyrommii Ha [19BM noa
yopasieanem OC Windows (umeer HazBanue hashctrl.exe), Linux,
MacOS (umeer Ha3zBanue hashctrl, panee mo TeKCTy HCHOIB3yeETCA
HazBaHnue hashctrl.exe);

— ceprudunmpoBannbiiit ®Cb Poccun AIIM/I3 (ns knacca KC2);

— CK31U «VPN-Key-TLS» Bapuant wucnonHenus 7. Dopmysp.
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NH®K.11485466.4012.021 30 05;
[IpaBuna nons3oBanus. MTHOK.11485466.4012.021 34 05;
CK31 «VPN-Key-TLS» Bapuant wucnonnenus 7. PykoBoacTBo
nonb3oBarens. UHDK.11485466.4012.021 91 05;
[Iporpamma kouTposisi 1enoctHoctd HashCtrl. WacTpyknms mo
akcruryaramnuu. 11485466.72.21.12.103-02 91;
CK31 «VPN-Key-TLS» Bapuant wucnonHenus 7. HWHcTpykuus
[IPOrpPaMMMUCTA. Onucanue HTTP-untepdeiica YCTPOWCTBA.
11485466.72.21.12.124 33 01 (mpenHa3HayeHa pa3pabOTYUKAM
MPUKJIAAHOTO MPOrpaMMHOI0 obecneuenus, ucnonb3ytomero CK31);
CK31 «VPN-Key-TLS» Bapuant wucnonHenus 7. WHcrpykuus
nporpammucta. Onucanue CCID-untepdeiica. 11485466.72.21.12.124
33 02 (mpemHa3HaueHa pa3padOTUMKaM CpPEICTB KpUNTOrpaduyecKoi
3alUThl  MHQOpPMAIMM, HEMOCPEICTBEHHO B3aUMOACHCTBYIOLUIUM C
MHUKpOKOIoM 13 coctaBa CK3U).
K ocnoBubiM ynkimsim CK3U « VPN-Key-TLS» otHOCSTCS:
peann3anusl KIMEHTCKOM CTOpOHBI MpoTokoja TLS B cooTBETCTBHM C
RFC 5246 (TLS 1.2) m PexoMeHmauusMd 110 CTaHJAApTH3AIUH
«Mcnonp3oBanre HaOOPOB airopuTMoB K ppoBaHus Ha ocHoBe ['OCT
28147-89 s mpoTokoia 6e30macHOCTH TpaHncnmopTHoro ypoBHs (TLS)»
TK26 2014 rog;
peanuzansa aboHeHTckoro mmdpoBanus B (opmate CMS B
cootBeTcTBUM ¢ RFC 5652 u PekomeHmanusMu IO CTaHIApTU3ALMU
«HcnonszoBanue Hadopo anroputMoB 'OCT 28147-89, TOCT P 34.11
u I'OCT P 34.10 B xpunrorpaduyeckux coodmenusx gpopmara CMS»
TK26 2014 rog;
coznanue DIl B coorBerctBumn ¢ 'OCT P 34.10-2012 B Tom uucine B
dbopmate CMS B cootBerctBUU ¢ RFC 5652 u PexomenmanusiMu mo

crangaptusanuu «Hcmons3oBanue Habopos anroputmoB ['OCT 28147-

89, 'OCT P 34.11 u I'OCT P 34.10 B kpunTorpadpmyeckux cOOOIICHUSIX

6
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dopmara CMS» TK26 2014 rog;

— nposepka III B coorBerctBum ¢ 'OCT P 34.10-2012 u 'OCT P 34.10

2.5

2001, B Tom uncne B popmare CMS B coorBerctBuu ¢ RFC 5652 u
Pexomenmaumsimu 1o cra”paptuszauuud - «lcrnonb3oBaHue HabOpOB
anroputMoB ['OCT 28147-89, I'OCT P 34.11 u T'OCT P 34.10 B
kpunrorpaduueckux coobmenusx popmara CMS» TK26 2014 rox;
co3nanue kirodeBoi nHpopmanuu B coorBeTcTBuu ¢ 'OCT P 34.10 2012
«ndopmanionnas  texHosorus.  Kpunrorpaduueckass — 3amura
uHpopmanuu. Ilponeccsl GopMHpOBaHHS M MPOBEPKU SIEKTPOHHOU
1uGPOBOI MOATUCHY;

BBIYMCIICHHUE HWMMTOBCTAaBKM IS JAHHBIX B  COOTBETCTBUU C
I'OCT 28147-89 «Cucrembl 00paGoTku  umHGOpMAIMK.  3alIuTa
Kpuntorpaduyeckas»;

peanu3anus YCTAaHOBKHM, O€30MaCHOTO XpPaHEHHsS M HCIOJIb30BAHUS
CEKPETHBIX KJIIouel, c(hOPMUPOBAHHBIX KaK BHYTPU YCTPOWCTBA, TaK U
BHEIIIHUM IIPUJIOKEHHUEM.

CK3U «VPN-Key-TLS» ynoBneTrBopser:

«TpeboBaHusM K cpefiIcTBaM KpUNTOrpadudecKoi 3auThl HHPOpPMAaIIUH,
MpeaHa3HAaYeHHBIM JIJI1  3alllUThl  WH(OpMalMM, HE CcoAepKalleH
CBEJICHUI, COCTABIIAIONINX TOCYJapCTBEHHYIO TaHy», 1 kiaaccoB KCI
u KC2;

«TpebGoBanusIM K CpeACTBAM AJIEKTPOHHOM noamucu» st kiaaccoB KC1 u
KC2 npu BeinonHeHuu onepanuii: co3ganus D11 15 moab30BaTEIbCKUX
JAHHBIX B aBTOMAaTHYeCKOM  pexume; npoBepku Ol  mis
MOJIb30BAaTENbCKUX JAHHBIX B PEKUME aBTOMaTHueckod mposepku OlI;
co3nanus kiatoua I, coznanus kimroua npoBepku OlI;

«CrienanbHbIM TPEOOBAHUSAM K MIM(PPOBATBLHBIM (KPUITOTPaUISCKUIM)
CpencTBaM, TMPEJHA3HAYCHHBIM Ui  3aluThl  MHOpMaIuu, He
collepKalllel CBEJECHMSI, COCTaBILIOIIMX TOCYAAPCTBEHHYIO TaiiHY, U

AKCILTYaTUpPyeMbIX Ha Tepputopuu Poccuiickon Denepaunn» 1o ypoBHIO

7
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KC;

— «TpeboBanmsiM MO  3amuTe JIMHCHHOW  TepeAadyd  CpeacTBa
KpunTorpadguueckoil 3amuTel HHGOPMAIIUHU, HE COAepKaIllel CBEACHUH,
COCTABJISIIOLIMX TOCYJApPCTBEHHYIO TAailHY» MO YPOBHIO 3aIUILIEHHOCTH
KCs.

2.6 CK3U «VPN-Key-TLS» wucnonssyer ycrpoiictBa «VPN-Key-TLSy,
nonkimoyaemble K USB-nopty [19BM.

2.7 CK3U «VPN-Key-TLS» pomkHo ¢yHkuuonupoath Ha [I19BM,
YAOBJIETBOPSIOLLYIO CIEAYIOIIKM IIPOrPaMMHBIM U alllapaTHBIM TPEOOBAHUSM:

— mpoueccop He Hmke Pentium 11, HKM/JI émkoctsio He menee 10 I'6, O3Y
émkocteio He MeHee 1 1'0, nammuune USB-mopra. Jlns kmacca KC2 Ha
[I19BM nomxen ObiTh yctaHoBieHn AIIMJI3, cepruduumpoBaHHBIN B
cootBeTcTBUM C TpeboBanusmMu @OCBb Poccunm k  anmapaTHO-
IIPOTPAMMHBIM MOAYJISIM IOBEPEHHOMU 3arpy3ku OBM;

— TI5BM nomxna pabortath 1o yrpasieHueM oaHo# u3 caeayomux OC:

e Windows 7,

e Windows 8.1;

e Windows 10;

o Windows 11;

e MacOS Catalina 10.15;
e MacOS BigSur 11;

e MacOS Monterey 12;
e MacOS Ventura 13;

e ubuntu 16.04 LTS x64;
e ubuntu 18.04 LTS x64;
e ubuntu 20.04 LTS x64;
e ubuntu 22.04 LTS x64;
e Alt workstation 9 x64;
o Alt workstation 10 x64;
e CentOS Stream 8 x64;
e Debian 10 x64;
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e Debian 11 x64;

e Fedora Linux 36;

Mcst Elbrus 6;

REDOS 7.3 MUROM x64;
Astra Linux C2 x64;

Astra Linux SE 1.7.0 x64;

— CK3M w™moxeT (QYHKIMOHUPOBATH TOJ YNpaBICHHEM OJHON U3
CIEAYIONIUX BUPTYAIbHBIX Cpejl (TUIIEPBU30POB):
e Microsoft Hyper-V Server 2012/2012R2/2016/2019;
e Citrix XenServer 7.1;
o Citrix Virtual Apps and Desktops 7;
e VVMWare WorkStation 16 (x86, x64);
e VMWare WorkStation Player 16 (x86, x64);
e VVMWare Fusion 13;
e QEMU 7,
e VMWare vSphere ESXi (6.7, 7.0);
e Oracle VirtualBox (6.1, 7.0);
o Parallels Desktop (Mac OS) 18 (x64).

2.8 Jlns ykazanHpix OC # THUNEPBU30POB JOJDKHO OBITH 00ECIIEYEHO
noyueHue ooOHoBjeHuM o 6e3omacHocTH. B ciyuae noaxmouenust CK3U k kananam
CBSI3M, BBIXOJAIIUM 3a TIPEAENbl KOHTPOJUPYEMOW TEPPUTOPUH, HE JIOMYCKAeTCS
ucnonb3oBanne OC wu (WIKM) THUIIEPBU30POB, MPOU3BOJAUTEISIMUA KOTOPBIX HE
BBITTYCKAIOTCSI OOHOBJICHHUS.

2.9 Tlon ympasnenuem BuptyanbHbix cpen CK3U  dynkumonupyer mo
ypoBHto 3auuThl KC1.

2.10YcrpoiictBa «VPN-Key-TLS» nomkHbl (U3WYECKH MOJIKIIOYATHCS K
BBIYHCIIUTEIILHOMY CPEICTBY, Ha KoTopoM (dyukuonupyet [10 CK3U. Jlomyckaercs
yaaneHHoe nojkiarodeHue yctpoiuctB « VPN-Key-TLSy» mnpu ycioBum peanuzanuu
CIEUUAIIBHBIX (IOMOJHUTENBHBIX) MEP U MPOBEACHUN OIeHKU ux Biausinus Ha CK3U

«VPN-Key-TLS» B cootrBetctBum ¢ [1K3-2005.
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2.11CK3U «VPN-Key-TLS» peanusyet cienyroiire HHTEPGEncHI:
— HTTP-unrepdeiic;

— HWuTepdeiic koMaHIHON CTPOKH;

- I'padmueckuii uaTepdeiic momp3osarens (BeO-uHTEpdEiic);

— APDU-unrepdeiic.

3 KnrwueBasi cuctema n knroueBbie JOKYMEHTbI

3.1 XapakTepuCTHKU KIIFOUEBOU CHCTEMBI

3.1.1 CK3U «VPN-Key-TLS» wucnonp3yer KIIOUEBYIO CHUCTEMY THUIIA

«OTKPBITOE pacrpeieiCHUue KIIUein.

3.1.2 CK3U «VPN-Key-TLS» ncnonb3yeT clieyone TUIbI KITIOUe:

Kuaroun

Onucanne

KopueBoii k104
nposepku noanucu YII

Bxomsmmit B coctaB kopHeBoro ceprudmkara Y1l imrod, ¢ MOMOIIBIO
KOTOpOTO TpOBEpsieTCs MOAMNCH 3arpyaeMbIX B XpaHWJIHUILE yCTPONWCTBA
CepTU(UKATOB, YCTAaHABIMBAETCSI B YCTPOWCTBO cpeactBamu APM
VMHUIHATU3aUH.

Kuou npoBepku noanucu
APM vHHIUAJIN3ANUH

Pacnionoxennsii Ha ycrpoiictBe «VPN-Key-TLS» wmou, ¢ momormisio
KOTOpPOTO TpOBepsieTCsl TMOANMMCH 3arpykaeMmbix cpeactBaMu  APM
WHUNHAJIN3ANHA Ha YCTPOHCTBO CEPTHU(PHUKATOB KIHOYEH IEPBUYHOIO
coeaunenust TLS u tpancnoptHbix kimtoued. Co3gaercs cpeactBamu APM
WHUIMAJIU3AUM, COOTBETCTBYIOIIMH eMy CcepTH(UKAT BBINYCKACTCs
YIOCTOBEPSIONINM IIEHTPOM M YCTAaHABIUBACTCS B YCTPOUCTBO CPEACTBAMHU
APM uHHIMaIn3anmy.

IHepBuunsiii kaw4y TLS

KnroueBass mapa, BblpaOaTbiBaemas yctporictBoM «VPN-Key-TLS» B
Mpolecce WHHIMAIU3ANKA  ycTpoiictBa Ha APM uHMnmManu3amum.
[epBuunsie kiaroun TLS wmcnone3yrorest mist coenunennss CK3U ¢ TLS-
cepBepoM g0 Toro MmomeHta, noka Ha CK3U He cdopmupyrorcs
MIOJIb30BATENIbCKHE KITH0UH coequHeHus TLS

TpaHcnopTHBIN K109

KmroueBast mapa, BelpabareiBaemas ycrpoictBoM «VPN-Key-TLS» B
Mpolecce WHHIMAIU3ANKA  ycTpoiicTBa Ha APM uHMnmManu3amum.
TpaHcHOpPTHBIE KJIHOYM HCIOJB3YIOTCS JUIsl 3aBEPEHHUs 3allpOCOB  Ha
cepTU(HUKATHI MTOJTH30BATENbCKUX KiTtouel coenuHeHust TLS u xmroueit D11
i mWuppoBaHus

Kuaroun D11

KiroueBass mapa, BbelpaOaTbiBaemas ycrpoiictBom «VPN-Key-TLS», ¢
MOMOIIBI0  KOTOPOH  OCYIIECTBISICTCSI  CO3JaHME W/MIM  IMPOBEpKa
3JIEKTPOHHOH MOANNCH

Kuaroun mmupposanus

KiroueBast mapa, BeipabareiBaemas ycTpoiictBoM «VPN-Key-TLS», c
MTOMOIIIEI0 KOTOPOH (hopMupyeTcs KITrod MI(pOBaHUS KITFOYa 3aIIAThI

Kirou mudgpoBanns
KJII0YA 3aIUThI

Kirou, BeipabatsiBaemblil ycrpoiictBom «VPN-Key-TLS», ¢ momombio
KOTOPOTO MIM(PYIOTCS KIHOUU 3AILUTHI (HE COXPaHSIETCs B YCTPOUCTBE)

10
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Koy, BbIpaOaThIBaCMBIN YCTpOMCTBOM «VPN-Key-TLS» u
Kuro4 3amursl IpeIHa3HAaYeHHbI 11 muQpoBaHUs JaHHBIX (HE COXpaHsercss B
YCTPOHCTBE)

KnroueBass mapa, BbelpabaTbiBaemas ycrpoiictBoM «VPN-Key-TLS», ¢
Kmrouu TLS MOMOIIIBI0 KOTOPO# ocytiecTBisieTcsa 3amuineHHoe coeaqunenue CK3U ¢
TLS-cepepom

Pacnionmoxennsii Ha ycrpoiictBe «VPN-Key-TLS» wmod, ¢ momormisio
Ki1104 npoBepky moanucu | KOTOPOTro MPOBEPSIETCS HOANUCH 3arpy’KacMbIX Ha YCTPOHCTBO 0OHOBIICHUH
oonoBjenumii IO I10. Co3maércs u 3amMchiBaeTcss B YCTpOHCTBO cpeactBamMu APM
yrpaBiieHHsI 0OHOBJICHUSIMH

3.1.3 KiroueBbiMu HocuTensiMu sBIsitoTcst  ycrpoiictBa «VPN-Key-TLSy.
CekpeTHble KIH0YH U3 cocTaBa KirodeBbix nap «Kmmrouu D1y, «Kinroun mudpoBaHus»,
«Knmroun TLS» xpaHsTcss B yCTpOHMCTBE B 3alIUIICHHOM XPAaHWIUIIE B
3amuppoBaHHOM BHJIE.

3.1.4 CK3U1 «VPN-Key-TLSy» nogaepkuBaet pazmepbl CEKPETHBIX KITIOUeH 256
u 512 0outoB, oTKpbITHIX KiItouer 512 n 1024 Oura cOOTBETCTBEHHO.

3.1.5 Cpoku neicTBUs KIOYEBOM HH(MOPMAIIUU HE JTOJDKHBI IPEBBINIATH 3 JIET,
3a UCKIIFOUEHHUEM OTKPBITHIX Kitoueit DI, cpok ux nelcTBUS HE NOHKEH MPEBBINIATH
15 nmet, m KiIrOYeW 3aIIMTHI, CPOK WX ACUCTBHS OMPEACNACTCS OrPaHUYCHHSIMH,
ycTaHoBJIeHHbIMH Ha Takue kimoun B CK3U, ¢ kotopeim B3aumogericteyer CK3U
«VPN-Key-TLSy», HO He 1O KEH MPEBhIMIATh 3 JeT.

3.1.6 TlomszoBarens CK3U nomxeH He pexe 1 pasa B 3 roga oOpammarbcs Ha
APM unHHUIManu3anuu st 3aMEeHbl KOPHEBOTO cepTUdUKATA, TPAHCTIOPTHBIX KITFOUEH
U TIepBUYHBIX Kitouer TLS ¢ mocmenyrommm dhopMupoBaHreM HOBBIX Kitouend DI,
Kitouel mmdppoBanus u kiaouer TLS.

3.1.7 Tlonw3oBarens CK3U nomxen He pexe 1 pasa B 3 roga ¢popMupoBaTh
HoBbIe Kitoun OII, xmoun mumdposanusa u kioun TLS B yctporictBe «VPN-Key-
TLS».

3.2 VYnpaieHue KI04eBOl nHPpopManuen

3.2.1 TpancnopTHpOBKA KITIOYEBBIX HOCUTETIEH Ha pabouee MeCTO MOJIb30BATENS
CK3M nomkHa OCYIIECTBISITBCS JOBEPEHHBIM 00pa3oMm. KiroueBsie HOCUTENH
MOJIb30BaTENICH JOJIKHBI XPAHUTHCS HETIOCPEICTBEHHO Y TOJIh30BATENICH, €CIIM NHOE
HE MPEAYCMOTPEHO MOJIUTUKON 0€30MaCHOCTH IKCIUTYaTUPYIOIIEH OpraHU3alUu.
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3.2.2 PezepBupoBaHue KIHOYEBOW HH(POPMAITUU HE MTPEyCMOTPEHO.

3.23 CK3U pomxHO OBITh HHHIIMAIU3UPOBAHO cpeacTBamu  APM
WHUIIMATU3alud B COOTBeTCTBUU ¢ gokymeHToM «CK3UM “VPN-Key-TLS
Anmunuctparop”. Uznenue “APM wnunmanuzanuu’”. PykoBOJICTBO IOJIB30BATENIS.
11485466.72.21.12.075 91», npu stom B yctpoiictBo «VPN-Key-TLS» Oyayr
YCTaHOBJICHBl KOPHEBOU cepTU(DUKAT, TPAHCIIOPTHHIE KIIIOYM U MEPBUYHBIC KIIOUU
TLS. OnHOBPEMEHHO C ATUM B YCTPOMCTBO 3aMMCHIBACTCS WHUIMAIM3UPYIOIIAS
MOCJIEAOBAaTEABHOCT,  JJIE ~ HPOTPAaMMHOTO  JaTyMKa  CIy4YallHbIX  4YHCed,
peanmzoBanHoro B CK3H.

3.2.4 ®opmupoBanue kmouert OII, kimrouelt mmdpoBanus u kimouert TLS
JIOJKHO TIPOM3BOJUTHECS B cOOTBETCTBUH C noKymMeHTOM «CK3U “VPN-Key-TLS”
BapuaHT ucnojHeHus: 7. PykoBoactBo nons3oBatens. MHDOK.11485466.4012.021 91
05».

3.2.5 Hcnonb3oBaHWe KIIOUYECBOW HH(POPMAIUHA JODKHO TPOU3BOIUTHCS B
cootBeTcTBUM ¢ JoKyMeHTOM «CK3U “VPN-Key-TLS” BapuaHT ucnonHeHus 7.
PykxoBoncTBo monb3oBarens. MHOK.11485466.4012.021 91 05».

3.2.6 Tlon sBHOW KOoMMpoMeTanuend KII0UeBOW HH(POpPMAlUU B HACTOSIIEM
nokymenTe nonumaercs pasriamenue PIN- m PUK-konoB, xumenue, yrpata wiu
BpEMEHHAsi TMOTEpPs KJIIOYEBOIO HOCHUTENS, HECAHKIMOHUPOBAHHBIM JOCTYI K
KIJIFOUEBOMY HOCHUTENI0, OOHApPY>KEHHE CJICIOB B3JIOMa KJIIOYEBOTO HOCHUTENS MPH
AKCIUTyaTaly WIN TPAHCTIOPTUPOBKE.

3.2.7 B ciyyae sSIBHOM KOMITPOMETAIIMH KJIIOYEBON HH(POPMAIIMK HEOOXOIUMO
HEMEJICHHO T0CJIe BBISIBICHUS (DakTa KOMIPOMETAIMH MPEKPATUTh UCTIOIb30BAHUE
ycrpoiictBa «VPN-Key-TLSy», yBegomuTs 00 3TOM OTBETCTBEHHBIX JIHI[ C IIEJIBbIO
MOMEIICHHS CEPTU(PUKATOB CKOMIIPOMETUPOBAHHBIX KITFOYEH B CIIMCOK OTO3BAHHBIX
CepTU(UKATOB U BBINOJHUTH B OTHOIICHUH HWMEIOLIErocs YCTpoucTBa (TIpH
pasrnamennu PIN- miin PUK-koa0B) 1 HOBOTO yCTpOHCTBa (B OCTAJIBHBIX CIydasx
SIBHOM KOMITpOMeETaIuun) TpedoBanus myHKTOB 3.2.3 u 3.2.4 vacrosmux [Ipasu.

3.2.8 Tlox HesBHOUW KOoMIIpoMETallMel KIIF04eBONH MHGOpPMAIIMK B HACTOSIIEM

JAOKYMCHTC ITOHHUMACTCA YBOJIbHCHHUC pa6OTHI/IKOB, HMCBIHIUX OOCTYII K KIKOYCBbLIM
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JIOKyMEHTaM, BBISIBJICHHE HAPYIICHUN MPaBUJI SKCIUTyaTallud WU TPAHCIIOPTHUPOBKU
KITFOUEBBIX HOCHTEJIICH, PEeTyCMOTPEHHBIX MOJINTUKOU 0e30macHOCTH
IKCIUTYaTUPYIOLIEH OpraHu3aluy, J00bie CIydan HepabOTOCOCOOHOCTH KITFOUEBBIX
HOCHUTEJIEH.

3.2.9 Cny4yan HesIBHOW KOMIPOMETAIIMU KITIOU€BOM MH(POpMAIMK HEOOXOANMO
paccMaTpuBaTh B KaXJOM CIIy4ae OT/IECJIbHO U MPUHUMATH PEIICHHE O HAJUYUU WUIIU
OTCYTCTBUU KOMITPOMETAIIMK UCXOJI U3 Pe3yJIbTaTOB MPOBEJICHUs pa30MpaTenbCTBa,
MIPOBOJIUMOTO B COOTBETCTBUU C TPEOOBAHUSAMH MOJUTHUKHA OC30TIACHOCTH, TIPUHSIITON
B OpraHu3aIiy, B 00JIaCTH HESIBHOM KOMIIPOMETAIIUU KIIFOU€BOM MH(POPMAIIUH.

3.2.10 Tlpu oOHapy>kEHWU TOMBITKA HECAHKIIMOHUPOBAHHOIO JOCTyHa K
TEXHUYECKUM CpelCcTBaM, Ha KOTOphIX »skciuryatupyercs CK3U, weobxomumo
nepeycTaHoBUTh onepanuoHHyto cucremy u [IO CK3U, ycranaBiuBaeMoro Ha
[I19BM.

3.2.11 KiroueBass mHpOpMaIsg Ha KIIOUYEBBIX HOCHUTENSX, CPOK JIEHCTBHS
KOTOPOH HCTEK, yHHYTOXaeTcs cpeacTBamu APM wmaunmanuzanuu (HE0OXOIUMO
BBINIOJIHUTHh B OTHOLIEHUM HOCHUTENA TpeOoBaHUs MyHKTOB 3.2.3 u 3.2.4 HacTOsSIIMX
[TpaBwun).

YHUUTOXKEHHE KIIOUEBBIX HOCHUTENCH, B TOM 4YHUCJE BBIMICAIINX W3 CTPOS,
OCYUIECTBJISIETCS IMyTEM HMX pa3pylIeHHs C TMOMOIIbI KycaueK WM APYyIrHx
WHCTPYMEHTOB C YHUUYTOKEHUEM MHUKPOCXEM.

3.2.12 CtopoHHEE CpEACTBO «YIOCTOBEPSIOIMIMMA IIEHTP» HCIOJIB3YETCS IS
CO37aHUsl KOPHEBBIX CEPTU(PHUKATOB, CEPTHU(PUKATOB IO 3aMpocaM, CO3JAaHHBIM C
nomoibio CK3U1 «VPN-Key-TLSy, u criuckoB aHHYJTUPOBaHHBIX cepTuduKaroB. B
Ka4ueCTBE TaKOT0 CPEACTBA JOJDKHO UCIOb30BaThes ceptuduimpoBannoe CK3U.

4  TMopspok pacnpocTpaHeHusa n y4yeta CK3U

TpancropTUpoOBKa, yUeT, XpaHeHHe,  pa3MelleHue,  TEeXHHYECKoe
obcimyxuBanue, oHkcrutyarauusi, yHu4To)keHne CK3U  «VPN-Key-TLS» wu
TEXHUYECKON JOKYMEHTAIIMM K HEMY, a TaK¥Ke JIOMYCK K KJIOUEBBIM JOKYMEHTaM
JOJKHBI OCYIIECTBIIATHCS B CTPOIOM COOTBETCTBUHU C:

— ITonmoxeHunem o pa3paboTKe, MPOU3BOJICTBE, PEATH3AINHN U SKCILUTyaTalluu
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mu@poBaIbHBIX (KpUNTOrpadUuecKux) CPeACTB 3alIUThl MHOOpMAIUH
(ITonmoxxenne I1K3-2005, 3apeructpupoBaHo B Muniocte P® 3 mapra
2005 r. Ne 6382);

— WHcrpykuumeii 00 opranuzanuu U odecreueHuu 0e30MacHOCTH XpaHeHHUS,
00paboOTKM U Mepefadyu Mo KaHajaM CBSI3U C UCIOJIb30BAaHUEM CPEICTB
Kpunrorpaduueckon 3amuThl THHOPMAINH C OTPAHUYECHHBIM JTOCTYTIOM,
HE COJIepXkallel CBEICHUW, COCTABISIOMIMX TOCYJAPCTBEHHYIO TalHY
(mpunoskenne k Ilpukazy DAIICHU npu Ilpesumente Poccuiickoit
®enepanun ot 13 urons 2001 r. Ne 152, 3apernctpupoBano B MuHrocte
P® 6 aBrycra 2001 r. Ne 2848);

— popmymsipom  «CK3U  “VPN-Key-TLS” BapuanTt wucnoinenus 7.
dopmysip. THDK.11485466.4012.021 30 05»;

— HacrtosiuuMu [IpaBuiamMu nojab30BaHUs.

4.1 Cnoco6sl nepenauun u xpanenus CK31U

4.1.1 Tlepenaua CK3U «VPN-Key-TLS» u skcrutyaTalliOHHOM TOKyMEHTAIUN
K HeMy Ha OyMa)XHOM HOCHUTEJIE MEXIy pa3IMYHBIMU OpraHU3alldsIMH JI0JDKHA
MPOUCXOJUTh C OPOPMIICHHEM aKTOB TEepeAadyd B JBYX OSK3EMIUISIpax, B KOTOPHIX
JIOJDKHBL OBITh YKa3aHbl Ha3BaHMS, KOJUYECTBO, YUYETHbIE HOMEpa MepeAaBaeMbIX
W3JIeTUH; anmnapaTHble cpencTBa, nokymenTanus Ha CK3U na OymaxHOM HOCHUTEIeE,
HOCHUTENU UH(POpMAILINK, BXOISIINE B KOMIUICKT MTOCTAaBKH, JOJIKHBI OBITh YITaKOBaHbI
crocobamMu, 00eCTIeUnBAIONIMMU KOHTPOJIb BCKpHITUA ymakoBku. [lepemaua CK3U
«VPN-Key-TLS» wu »skcrmyaTaliMOHHOM JIOKyMEHTallMd K HEMy B Mpejenax
HKCILTyaTUPYIOLIEH OpraHU3alii MOKET ObITh ONpE/IeIeHa MOJIUTHKON 0€30MaCHOCTH
AKCIUTYaTUPYIOIIEH OpraHu3aluu.

OKCITyaTallMOHHAsl ~ JOKYMEHTAIusi B DJIGKTPOHHOM  BHJE  JOJDKHA
COMPOBOXKIATHCSI DJCKTPOHHONW TMOMAMKUCHIO, CPOPMHUPOBAHHON C HCIIOIH30BAHUEM
KJII04eil moanucu opranunzanun-npousBoautenss CK3U.

4.1.2 Jlomyckaercs tpancnoptupoBanue CK3U «VPN-Key-TLS» wu
IKCIUTyaTAIlMOHHONW JTIOKYMEHTAllMd K HEeMy Ha OyMaXKHOM HOCHTENIE B TapHOM

YIOAKOBKEC aBTOTPAHCIIOPTOM M JKCIC3HOAOPOXKHBIM TPAHCIIOPTOM, XpPaHCHHUC B
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YIAKOBKE B OTAIUIMBAEMbBIX TMOMEIIEHUSX B COOTBETCTBUU C TpeboBaHusiMu ['OCT
21552-84.

Xpaneane CK3M «VPN-Key-TLS» u skcmiyaranlmoOHHOW JAOKYMEHTAIMH K
HEMYy B DKCIUTyaTUPYIOIIEH OpraHu3alMHi JOJIKHO OCYIIECTBISATHCSA CIIOCOOaMH,
00ecreunBaOIUMU HEBO3MOKHOCTh MOJAMEHBI (HallpuMep, B ceide).

4.1.3 OTBETCTBEHHOE JHUIO B JIKCILUTyaTUPYIOLIEH OpraHu3aliud B MpOLEecce
npuemkun CK3U «VPN-Key-TLS» u skcmutyaTalldOHHOW JOKYMEHTallUd K HEMY
JOJDKHO OCYHIECTBUTh MpoBepKy KomiuiekTHocth CK3W u  noxkyMeHTauuu B
COOTBETCTBHH ¢ pa3aesioM « KoMIuiekTHOCTE» B popMyJisipe Ha U3Jiennue, MapKupOBKY
n3znenus. [Ipu nosry4eHun SKCILTyaTalMOHHOM JOKYMEHTAIMU B 3JIEKTPOHHOM BHJIE
JOJKHA OBITh MPOBEPEHA MPABHIBHOCTH 3JIEKTPOHHOM MOAMHMCH JOKYMEHTAIMU C
ucnojp3oBaHueM cpeactsa OIl wim ¢ UCHOIB30BaHUEM CIYKOBI POBEPKU
AIIEKTPOHHOM MOJNUCH CHPaBOYHO-MH(POPMALIMOHHOIO WHTEPHET-NOpTaJa CepBHUCa
®denepanbHas TOCYAAPCTBEHHAas HHQpopManuMoHHas cuctemMa «EnuHblil mnopTan
roCcyJ1apCTBEHHBIX U MYHHUIUTATBHBIX yCIIyT (pyHKIH)»
https://www.gosuslugi.ru/eds.

4.2 Tlosxzemmusipubiii yuer CK3U1

421 MUcnone3dyembie wmu xpanumbie CK3U  «VPN-Key-TLS» wu

JKCIUTyaTallMOHHAs] JOKYMEHTAlMsl K HUM MOJUIeKAT MO3K3EMIUIIPHOMY YYETY

C UCIIOJB30BaHUCM YCIIOBHBIX HAaUMCHOBAHMU U PETUCTPALIMOHHBIX HOMCPOB.

5 TpeboBaHusa no obecne4yeHUr 6e30NaCHOCTU nNpu
BBoae CK3U B akcnnyarauuio

5.1 TpeGoBanus k BcTpauBanuto CK3W B mnpukiagHbie cuCTeMbl U K
npoBeneHuto uccnenopannii CO CK3U
5.1.1 Jlna CK3U «VPN-Key-TLS» mpemycMOTpeHbI CIEAyIOIIHe BapUaHThI
WCITOJIb30BAHUS:
1. CaMOCTOSTEIILHOE UCITOJIH30BAHUE JIJIS BHITTOJTHCHHS KPUTITOTpa)UICSCKIX
orepanuii (DI1 u nposepka D11, 3ammppoBanue u pacimdpoBaHne TaHHBIX)
CpelICcTBaMH:.

— rpaduueckoro unrepderica nons3zoBarenss CK3U («CK3U “VPN-Key-

15


https://www.gosuslugi.ru/eds

CK3HU «VPN-Key-TLS» Ipasuna nonwsosanus HHOK.11485466.4012.021 34 05
TLS” BapuanT wucnonaHeHuss 7. PyKOBOJACTBO  MOJIb30BaTENs.
NH®K.11485466.4012.021 91 05»);

— unTepdeiica komanaHou ctpoku U HTTP-untepdetica («CK3U “VPN-
Key-TLS” Bapuwant wucnomnenus 7. Omnucanne HTTP-untepdeiica.
111485466.72.21.12.124 33 01»);

2. CaMOCTOSTEIIEHOE MCIIOJB30BaHNE I OpraHu3anuu | LS-coemnHeHMs ¢

UCIIOJIb30BaHNEM BeO-Opay3epa;

3. AKCILTyaTaIus MPUKIIATHOTO IPOrpPaMMHOTO obecrieueHus,

ucnonb3ytomero HTTP-unrepdeiic CK3U («CK3U “VPN-Key-TLS” Bapuant

ucnoninenust 7. Onucanue HTTP-untepdeiica. 111485466.72.21.12.124 33

01») (paspaborka III[IO nomkHA BeCTH C HWCHOJIB30BaHWEM (DYHKIHIA,

ykazaHHbIX B [Ipunoxkenuu 1 x Hactosimmm [IpaBunam, npu pazpadotke [1T10

JOJDKHA OBITH TTpOBeJicHa orleHKa ero BiusHus Ha CK3U1);

4, skcruryatarus apyrum CK3U yerpoiictBa «VPN-Key-TLS» B kauectBe

(GYHKIMOHATBHOTO  KIIFOUYEBOIO HOCUTENsT ¢  ucrnoiib3oBanuem APDU-

unTepdeiica (pazpadorka ykazamHoro CK3U pomkHa TPOBOIUTHCS B

coorercTBuU ¢ [1K3-2005), nepeuenn koman APDU-unTepdeiica mpuseieH B

nokymente «CK3U “VPN-Key-TLS” Bapuant ucnonHenus 7. MHcTpykius

nporpammucta. Omucanne CCID-untepdeiica. 11485466.72.21.12.124 33

02»).

5.1.2 Pesynbratel pabotel CK3U «VPN-Key-TLS» Bo Bcex BapuaHTax JTOJKHbI
UCIIOJIb30BAaThCA B COOTBETCTBUU C TMOJUTUKON O€30MacHOCTH SKCILUTyaTUPYIOIIEH
OpraHU3alUu.

5.1.3 Ilpu ucnons3zoBanuun CK3U «VPN-Key-TLS» B uerBepromM BapuaHTe,
ycTaHoBKa kiitoueid B yctpoiictBo «VPN-Key-TLSy momkHa ocyecTBIsSTHCS TOIBKO
II0CJIE TPOBEPKU PA3PELICHUS HA TaKyl0 YCTaHOBKY, nosydeHHoro or CK3U1 «VPN-
Key-TLS».

5.2 TpeOGoBaHus MO pa3MENICHUIO
5.2.1 VYecrpoiictBo «VPN-Key-TLS» 1o BO3IEHCTBUIO KIMMAaTHUYECKUX

daxTopoB otHocuTcs k rpynme 1 TOCT 21552-84 u npenHa3zHaueHo 1Sl YCTAaHOBKH B
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OTaIUTMBAEMBIX TOMEIICHHUSIX M JKCIUTyaTallud B YCIOBUSAX KPYIJIOCYTOYHOW WITU
CMEHHOMU padoTHI.

HopmanbHBIMH ~ KIIMMAaTUYECKUMH  YCJIOBUSIMU DKCIUTyaTallill  yYCTPOMCTBA

SIBJISIFOTCSI:
— TeMIepaTypa okpyxarouiero Bozayxa - 20 + 5°C;
— OTHOCHTEJIbHAS BIAXKHOCTh OKpY XKaroiero Bozayxa - 60 = 15 %;
— armocdepHoe nasienue - ot 84 no 107 klla (630-800 mm pT. cT.).

5.2.2 JIOJKHBI OBITH TPHUHATHI OPraHU3aIMOHHO-TEXHUYECKHUE MEphl II0
WCKIIIOUCHUIO HECAaHKIIMOHUPOBAHHOTO JOCTylla B IIOMEIICHHWS, B KOTOPBIX
YCTAaHOBJICHBI TEXHWYECKHe cpeactBa, ocHameHHble CK3U «VPN-Key-TLSy,
MOCTOPOHHUX JIUIl, TIO POJY CBOEH ACATEIBHOCTU HE SIBISIOUIUXCS TMEPCOHAIIOM,
JOMYIIEHHBIM K Pa00Te B ATHX MMOMEIICHUSX.

5.2.3 JomxHBl OBITh NPUHATHl OPTraHU3AIMOHHO-TEXHUYECKHUE MEphI II0
UCKIIIOUCHUIO HECAHKIIMOHMPOBAHHOTO JIOCTyNma K TEXHUYECKUM CPEJCTBaM,
ocHamieHHBIM CK3U «VPN-Key-TLSy, mu1, He sBistromuxcs noib3oBarersmu CK3U
(npu ucnonbzoBanun CK3U no kiaccy KC2).

5.2.4 J1oyKHBI BBITIOIHATHCS TPEOOBAHUS TOTUTUKH OE30TIACHOCTH, TPUHITON
B OpraHu3aluy B 00JIACTH pa3MeleHuss TEXHUYECKUX CPENICTB, 00padaThIBAIOIIUX
KOH(HIeHIIMATbHYI0 HH()OPMAITHIO.

5.2.5 Jlns obecneuenns cnenpanbHoi 3ammThl CK3W HOKHBI BBITOJHITHCS
cleyroe TpeOOBaHUS:

1. st obecnieyeHus 3anuThl Kir04eBo u OoTKpeiTod mHpopmarmu CK3U mo
ypoBHio KCp oOT yTedukn 10 KaHaly CBS3UM TMPU TMOAKIIOYCHUH OOBEKTOB
unpopmatuzanuu (II13BM, anmapatHO-TporpaMMHBbIE KOMILUIEKCHI U JIP.), B KOTOPHIE
ycranaBimuBaercss CK3U «VPN-Key-TLS», k kaHamaM CBSI3M, BBIXOASIIUM 3a
npeenbl KOHTPOJUPYEMON TEepPPUTOPUM, HEOOXOAMMO YTOOBI KaHald CBS3U ObLI
peanu3oBaH B BUJIE:

— pamuokananoB GSM, GPRS, 3GMG, WiFi, a takke apyrux
COBPEMCHHBIX KaHAJIOB MOOMIIBHOM MJIH OECIIPOBOIHOMN CBS3U;
— BOJIOKOHHO-ONTHYECKOW JIMHUM CBSI3W, VYXOJAIIEH 3a TPEaeib

KOHTPOJIMPYEMOU 30HBI.
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2. Ucnonb3oBanne CK3U «VPN-Key-TLS» B momemieHusix, mpeaHa3Ha4eHHBIX
JUIsl BEICHUSI TIEPETOBOPOB, B XOAE KOTOPBIX OOCYKIAIOTCA BONPOCHI, COAEpKaIIUe
CBEJICHUS, COCTABJISIOLIME TOCYAAPCTBEHHYIO TailHy, 0€3 MpOBEAEHUS CIIEHNaIbHBIX
uccienoBanuii u crienanbHoi npoBepku AC CK3U u AC CO CK3U 3anpermaercs.

3.B cayuae mmanupoBanusi pasmemenuss CK3U «VPN-Key-TLS» B
MOMEIIEHUSIX, B KOTOPBIX MPUCYTCTBYET pedeBas aKyCTHUUeCKas M BHU3YyaJIbHas
uHbopMaIus, cofepKaliasi CBEACHUS, COCTABIIONINE TOCYNapCTBEHHYIO TalHy, U
(unmu) ycranoBiaeHsl AC M CUCTeMBbl MpueMma, nepenayd, oOpabOTKU, XpaHEHUS U
O0TOOpaXkeHus uH(opMaIu, coJieprKallen CBEJICHUS, COCTaBIISIIOIINE
rocyJapCcTBeHHYO TaliHy, AC MHOCTPaHHOIO MPOMU3BOJCTBA, BXOASIIME B COCTaB
CK31 u CO CK3U «VPN-Key-TLS», nomkHbl ObITh OABEPTHYTHI MPOBEPKAM 10
BBISIBJICHUIO YCTPOUCTB, PEAHA3HAYCHHBIX JIJI1 HETJIACHOTO MOTYyYeHUs MHPOpMAITIH.

B caydae nminanupoBanus pasmenieHuss CK3U « VPN-Key-TLS» B nmoMenieHusx,
B KOTOPBIX OTCYTCTBYET peueBas aKyCTHYecKas W BHU3yallbHas HH(pOpMaIIus,
coJieprKallias CBE€JEHHUS, COCTABIISIIONINE TOCYIAPCTBEHHYIO TAHY, U HE YCTAHOBJICHBI
AC u cucrempl npuema, nepenadd, OOpaOOTKH, XpaHEHUS MU OTOOPAKEHUA
uH(popMaIUK, COJEpXKallleld CBEICHHS, COCTABIAIOIIME TOCYJapCTBEHHYIO TalHY,
pelieHrue o npoBeaeHuU NMpoBepok AC MHOCTPAHHOTO MPOM3BOJACTBA, BXOSIINX B
coctaB CK31 u C® CK3U «VPN-Key-TLS», npunumaercsi opraHu3aiuei,
o0ecIeunBaroIIel dKCIUTyaTaluio JaHHbix cpeacts Ol1.

5.2.6 TpeboBanus Kk pazMepy KOHTPOIHPYEMON 30HBI OTCYTCTBYIOT.

5.2.7 Xpanenue CK3U «VPN-Key-TLS» u HocuTene ¢ JOKyMEHTalMel Ha
CK3U «VPN-Key-TLS» nomkHO OCYHIECTBISATHCS HEMOCPEACTBEHHO Ha MeECTax
NOJIb30BaHUs, €CIM HMHOE€ HE MPEeAyCMOTPEHO TOJUTHKOW  0e30MacHOCTH
AKCIUTyaTUPYIOIIEH  OpraHu3alMd, TMpd 3TOM JOJDKHA ObITh  oOecrieueHa
HEBO3MOXKHOCTH IMMOAMEHBI JOKYMEHTAINH (HapuMep, B ceipe monp3oBarens).

5.3 TpeboBanus k nepconainy, oociyxuparomemy CK3U

5.3.1 B ponesoit mogenu CK3UM «VPN-Key-TLS» mnpemycmoTpena poib
M0JIb30BATENsI, KOTOPBIA OCYLIECTBIIAET CAMOCTOSATENBHO (POPMHUpPOBAHUE KITHOUEBOM
uHbOpMaIlMU U AMUHUCTPUPOBAHUE . YCTAHOBKY CEPTU(UKATOB, CIIUCKA OTO3BAHHBIX
ceptuduxatoB u ooHoBiIeHUM [10 ycrpoiicTBa, BhIOOp Kiacca CK3U.

5.3.2 B poneBoit momenu CK3U «VPN-Key-TLS» mnpemycmorpena posb

aAMUHHCTPATOPA, KOTOPBIN OCyIIecTBIsAeT nHuIManu3anuo CK3U.
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5.3.3 Ha3znauenue u cmena nosb3oBateneit CK3U, a Takxe o3HaKOMIIEHHE C
sKCIUTyaTaliioHHoM JokymeHTtanued Ha CK3U mpousBoautcs 1o MUCBMEHHOMY
pacToOpsHKEHHUI0 OTBETCTBEHHOTO JIMIIA C OTMETKOM B JKypHaJle MOIK3EMIUIIPHOTO
y4eTa, €CjI UHOE HE MPEeIyCMOTPEHO MOJUTUKON 0€30MaCHOCTH IKCIUTYaTUPYIOIIeH
OpraHU3aIHH.

5.3.4 IlpaBo momw3oBanusi CK3M MoxeT mpenocTaBisiThCS TOJBKO JIMIIAM,
O3HAKOMJICHHBIM C MpPaBWJIAMH TOJb30BaHUS M M3YyYMBIIMM SKCIUTyaTallHOHHYIO
nokymenTtaruio Ha CK3U.

5.4 WNuunmumamuzamus u BBoa CK3U B akcmuyaTanuro

5.4.1 Nnnmmammsanuss CK3U «VPN-Key-TLS» nmomkHa mpoM3BOIUTHCS B
cootrBeTcTBUM C JoKyMeHTOM «CK3U “VPN-Key-TLS Anmunuctpatop”. Uznenue
“APM ununuanuzanuu”. PykoBoacTso nonb3oBartens. 11485466.72.21.12.075 91».

5.4.2 TIpu BBome CK3U «VPN-Key-TLS» B 3kcIITyaTanuio IOJIh30BaTEIh
JOJKEH OCMOTPETh YCTPOMCTBO, MOJKIIOUYHUTH €ro C COOJIOJEHHEM TpeOOBaHUM,
u3noxkeHHbix B JokymeHTe «CK3U “VPN-Key-TLS” BapuanTt wucnoiHeHus 7.
PykxoBonctBo momp3zoBatens. MHOK.11485466.4012.021 91 05». Ilepen mepBbiM
3ammyckoM CK3U nHeoOxommmo cBeputh cepuithblii HoMep CK3U u koHTposbHYIO
CyMMYy MHKpOKOJa, Haxoxsuecs B (¢aine device.cfg na CD-auckoBoje,
COOTBETCTBYIOIIEM YCTPOWCTBY, a TAKXKE KOHTPOJIBHYIO CYMMY MOIyJden «Starty,
Haxojsmyocss B (aitne tlsapp.hsh, ¢ cepuitHpiM HOMEpPOM © STaJOHHBIMU
KOHTPOJIbHBIMU CYyMMaMH, YKa3aHHbIMU B popmyssipe, cMeHuTb PIN-kon u PUK-kog,
co3gath kmoun OII, mmdpoBanus u TLS u cooTBeTrcTByMOIIME 3ampochl Ha
cepTu(UKaThl, HAMPABUTH CO3aHHBIC 3anpockl B Y1 1 mo nmomxyyeHun cepTupuKaToB
ycranoButh ux. Moaynem HashCtrl B cootBerctBuM ¢ nokymentom «IIporpamma
KoHTposss  nenoctHoct  HashCtrl. NHcTpykms 1O DKCIUTyaTaluH.
11485466.72.21.12.103-02 91» nosmkHBI OBITH pacCUMTAaHbl KOHTPOJIBHBIE CYMMBI Ha
MOAYJH «Starty U caMy YTUIUTY KOHTPOJISI LIEJIOCTHOCTH U CBEPEHbI C ATATIOHHBIMU
KOHTPOJILHBIMU CyMMaMHU, YKa3aHHBIMU B (hOpMyJIsIpe.

[Ipn HecoBmageHum KOHTpOJIbHBIX cymMM BBoa CK3M B akcrmyatanuro

3ampeniaeTcs.
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6 TpeboBaHna no obecrne4yeHUo Oe30MNaCHOCTU MNpU
akcnnyaTtaummn CK3U

6.1 OG6mme TpedoBanus o 3ammre oT HCJJ

6.1.1 VYcrpoiictBo «VPN-Key-TLS» npu yxoze mosis3oBaTens ¢ paboyero
MecTa He0O0X0IMMO OTKJIFoYaTh oT IIDBM.

6.1.2 VcrpoiictBo «VPN-Key-TLSy» 3ampemiaercst ocTaBisITh 0€3 KOHTPOJI,
IIPU 3TOM OHO JOJIKHO XPaHUTHCS B cei(e Wi HEMOCPECTBEHHO Y MOJIb30BATENS.

6.1.3 3anpemaercs nepenavya ycrpoiictB « VPN-Key-TLS» numnam, k HUM He
JIOTTYIIIEHHBIM.

6.1.4 PIN u PUK-koas! miist noctyna k ycrpoiictBy «VPN-Key-TLSy siBnsitoTcs
NEPCOHAIBHBIMH MAPOJISIMU U IOJDKHBI COXPAHITHCS B TaliHE.

6.1.5 ITomp30Barenb HOJDKEH nepuoanyecku (He peke 1 paza B 6 MecsIes)
meHsaTe PIN u PUK-xomer B ycrtpoiictBe «VPN-Key-TLS» B coorBercTBHE C
nokymentoMm «CK3U “VPN-Key-TLS” BapuanT wucnonnenuss 7. PykxoBoacTBo
nosib3oBaTess. UHDOK.11485466.4012.021 91 05».

6.1.6 IIpu pabore ¢ CK3U «VPN-Key-TLS» cpenctBamu BeG-Opay3epos,
MOJIb30BATENb JIOJDKEH 3alpeTuTh mpesjaraeMoe Opayzepamu coxpanenue PIN wu
PUK-kona.

6.1.7 JlomkHa OBITH BBITIOJHEHA TpoOIeAypa 3akperieHus kmroded Ol
mudpoanus U TLS 3a monb3oBatenem (Hampumep, JTUYHO oOpatutbest B Y1 u
3apEerUCTPUPOBATH CBOM OTKPBITHIN KITHOY).

6.1.8 3anpemnaercs moakmtouats kK [I9BM ¢ ycrarnosnennbm [10 CK3U «VPN-
Key-TLS» ©e mnpemycmorpennbie mnpousBoautenem [I9BM  ycrpolictBa
COCTUHUTEIH.

6.1.9 3anpemaercs ucnonb3oBarb CK3U nnu noaxntouars ycrpoicTBo «VPN-
Key-TLS» k I[I9BM, ecnu BbISIBIEHO HapylleHHe (DYHKIIMOHMpOBaHUA (B T. Y.
(GYHKIMOHUPOBAaHUE B HEIITATHOM PEXHME) XOTsI Obl OJHOTO M3 KOMIIOHEHTOB
anmapaTHOTO0 OKPY)KCHHSI WJIM BBISBIICHBI CJIEJIbI BCKPBITUS HA CHCTEMHOM OJIOKE
(kopnyce) IIDBM  wmm  yctpoiictBa  «VPN-Key-TLS»,  ocymiecTBisTh

HCCAHKIMMOHHUPOBAHHOC BCKPBITHC HWJIW HWHBIM 06pa30M HapymaTrb MEJIOCTHOCTDb
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cuctemHoro 61oka (koprmyca) [I9BM, kopnyca yctporictBa «VPN-Key-TLSy.
6.1.10 Ha texamueckux cpeactBax, ocHamieHHbIXx CK3U «VPN-Key-TLSy,
JOJDKHBI OBITH PEaTU30BaHbI CIICTYIONINE MEPHI:

— JIOJDKHBI MCTIOJIB30BAaThCSl aHTUBUPYCHBIC CPENICTBA;

— JIOJDKHO ~ HMCIOJIB30BaThCS  TOJNBKO  JjureH3noHHoe [10  dupwm-
npou3BoauTeNed. B ciydae HEOOXOIUMOCTH WCIIOJIB30BAHUS WHOTO
MPOTPAaMMHOTO  O0ECTICUeHUs, €ro MpPUMEHEHHWE JOJDKHO OBITh
CaHKIIMOHUPOBAHO OTBETCTBEHHBIM JHIIOM. B m000M ciiydae ctopoHHee
ITO He 7OJIKHO coziepkKaTh CPEACTB Pa3padOTKU U OTIAIKU MPUII0KECHUH,
a TakkKe cojepKaTh B ce0e BO3MOXKHOCTEH, MO3BOJISIIONIMX OKAa3bIBATh
BoznericTBrue Ha pynkiuonupoanue [10 CK3U «VPN-Key-TLSy;

— HEOOXOJUMO  PEryJISIpHO  yCTaHaBIMBAaTh  IMAKEThl  OOHOBJICHUS
6e3onacHoctH (Service Packs), 0OHOBISATH aHTUBUPYCHBIE 0a3bl;

— MpU TOJKIIOYCHUH K OOIIEHOCTYMHBIM CETSIM Iepefavyd JTaHHBIX
HE0OXOMMO UCKITIOUUTH BO3MOKHOCTD OTKPBITHS M UCIIOTHEHHMS (DaifiioB
U CKPUNITOBBIX 00BEKTOB (Hanmpumep, JavaScript, VBScript, ActiveX) 6e3
IIPOBENICHUSI COOTBETCTBYIOIIMX MPOBEPOK HA MPEIMET COICp>KaHUS B
HUX BUPYCOB;

— TMPaBOM YCTaHOBKH 1 HACTPOUMKHU OTEPAITMOHHBIX CHCTEM U TUTIEPBU30POB
(mpu WX HaMWYUM) JOJDKEH o0Jaaath ToibKO moibs3oBarens CK3U ¢
MpaBaMy aIMHUHUCTPATOPA OTEPAITMOHHON CHCTEMBI,

— JIOJDKHA OBITh OTKIIOUCHAa BO3MOXXKHOCTH YJIAJICHHOTO YIPABJICHHS
OIEPAIMOHHON CHCTEMOM;

— HEOOXOIUMO TMPETyCMOTPETh MEPHI, MAKCUMAJIbHO OTPAHHYUBAIOIIUEC
JOCTYIl K pecypcaM CHCTeMBl (CHCTEeMHOMY peecTpy, ¢daimaMm u
KartajioraM, BpeMEHHbIM daiiaam, >KypHaJlaM CHUCTeMbI, (haitiam
MOJIKAYKH, KAIMUPYEeMOW HH(POPMAIIMH), HEHUCIIOIb3YEMbIC MPOTOKOJIHI,
CEPBUCHI U CITY>KObI PEKOMEHTYETCSI OTKITIOYHTH,

— 3aIpEIICHO OCTAaBJIATh 0€3 KOHTPOJS BBIYMCIHUTEIBHBIC CPEICTBa, HA

KoTophIX Fkciutyatupyetcss CK3U nocie BBoja Kit0UeBO HHGOpMaLIUH,
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— B BIOS IIOBM cnenyer omnpeaenntb YCTaHOBKH, HCKIFOUAOIINE
BO3MOXKHOCTh 3arpy3KH OIEpPAallMOHHOW CHCTEMBI, OTJIUYHOM OT
YCTAHOBJICHHOW Ha KECTKOM JHUCKE, OTKIIIOUUTH BO3MOXKHOCTb 3arpy3Ku
¢ tubkoro MarHuTHoro paucka, mpuBoga CD-ROM, USB-nocutenei,
CeTEeBOM 3arpy3ku; He noJbkHbBI npumeHsatbes [IOBM c¢ I1O BIOS,
HCKJTIOYAIOIIMM BO3MOXHOCTh OTKJIIOUEHHUsI ceTeBoil 3arpy3ku OC u
3arpy3ku ¢ USB-HocuTenei;

— Bxoa B BIOS I19BM (a1 kinaccoB KC1 u KC2), Bxon B OC u 3actaBky
OC (nns xmacca KC2) nomkeH ObITh 3allMINEH MApOJIEM C JIMHON HE
MeHee 6 CHUMBOJIOB, TIPU ATOM OH JIOJDKEH COJIEp>KaTh OYKBHI B BEPXHEM U
HUOKHEM  perucTpax, Iudpsl W chOelHalbHble CHUMBOJIBI  (3HAKHU
MyHKTyallud, CKOOKHM, 3HAaKHM apU(PMETHUYECKUX [EUCTBHIl), Mapob
JIOJKEH MEHATHCSI HE PEXE OJHOTO pa3a B 6 MecsIeB, Mapoau sl BXoAa
B BIOS u B OC n0omkHBI OBITH Pa3HBIMH,

— cpenctBamu BIOS pomkHa ObITH UCKITIOUEHA BO3MOKHOCTH paOOThI Ha
I[I9BM, ecam BO BpeMs €ro HayalbHOM 3arpy3Kd HE MPOXOMST
BCTPOCHHBIE TECTHI.

6.1.11 Ha Ttexmmueckux cpeactBax, ocHameHHbIXx CK3U «VPN-Key-TLSy,
MpeAHAa3HAYEHHBIX ISl UCIOJIb30BaHUS o knaccy KC2, NOMOJHUTENBHO OJKEH
ObITh ycranoBiieH AIIM/I3 c¢ peilcTByronuM cepTU(PUKATOM COOTBETCTBUS U
peanu30oBaH CIEAYIOMNI KOMIUIEKC MEPOIPUSITUI IO €r0 YCTAHOBKE U HAJAJKe:

— JIOJDKHO OBITh TIPOBEJICHO OINEYaThIBAaHME CUCTEMHOro OJoka ¢
ycranoBiieHHbIM CK3U, uckiroyaroiiiee BO3MOXKHOCTh OECKOHTPOJIHLHOTO
M3MEHEHUS anmnapaTHOW YacTH pabodeil CTaHIINU;

— ycraHoBka u Hactpoiika AIIMJ/I3 gomkHa MNpPOU3BOJUTHCA B
COOTBETCTBHHM C IKCIUTyaTallMOHHOM AokyMeHTauuei Ha AIIM/I3. Ilepen
skcruryatanueit AIIMI3 HeoOXOAMMO O3HAKOMHUTBCS C KOMIUIEKTOM
JOKYMEHTAIIMM HA JAHHBI KOMIUIEKC W TPUHATH PEKOMEHIyEMBIE B
JIOKYMEHTAIIMU 3alUTHBIC OPTaHU3AIIMOHHBIE MEPHI;

— JIOJDKHO OBITh YCTAaHOBJIEHO OrPAaHMYEHHE BpEMEHU (MHUHHUMAJIBHOE
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BpeMsi) Ha nHumanuzanuo AIIM/(3, ais obecnieueHrsi HEBO3MOKHOCTU
otkiounTh AIIM/I3 cpenctBamu BIOS;

— JIOJKHO OBITh YCTAaHOBJIEHO OTPaHUYEHHE Ha MAKCUMAJIbHOE KOJMYECTBO
HEYJTaYHbIX MMOMBITOK ayTeHTUuKanuu — He 6oxee 10;

— cpeactBamu AIIM/I3 nomkHa GIOKHpOBATHCS 3arpy3ka OMEeparMOHHBIX
CUCTEM CO ChbEMHBIX HOCUTENEH U TIO CeTH,

— cpenctBamu AIIM/I3 nomxeH ObITH 0OECIIEYeH KOHTPOIb I1€JI0CTHOCTH
CUCTEMHBIX (halJIOB OMEPaIMOHHON CUCTEMBI U MPOTPAMMHBIX MOYJIeH
CK3MU, ycranosnennsix Ha [I19BM;

— B ciy4yae OOHapyXeHHs HapyLIeHHs LEJIOCTHOCTU MPOTrpaMMHOIO
oOecniedueHus paboTa JTOJKHA OBITh MpEKpalleHa, /Il BOCCTaHOBIICHUS
LIEJIOCTHOCTH IPOrpaMMHOTr0 o0ecniedeHus, yctaHoBiieHHoro Ha [IDBM,
HEO0OXOJMMO €ro MepeyCTAHOBHT.

6.1.12 JlomoaHUTENIbHO Ha TEXHUYECKUX cpeacTtBax, ocHamieHHbix CK3U,
¢yakumonupyrommm mox ynpasieanem OC Windows 10, Windows 11, Heooxoaumo
peann3oBaTh CIEIyIOIINE MEPHIL:

1. 3amycTUTh KOMaHIHYIO CTPOKY OT UMMEHH aJMHUHHCTpATOpA.

2. OctanoButh Ccayxk0y «DyHKIMOHAIbHbIE BO3MOXXHOCTH TS
MOJKJIIOYCHHBIX TMOoJb30Bateneit u tenemetpus» (DiagTrack) myrem BBOma
KoMmaHbI sc stop DiagTrack.

3. Yaanmute  ciayx0y — «DOyHKIHMOHANbHBIE  BO3MOXXHOCTH  JUIA
MOJKJIIOYCHHBIX TMOoJb30oBateneit u tenemetpusi» (DiagTrack) myrem BBOAa
koman bl sc delete DiagTrack.

4, VYaanute  Qaitner ¢ pacmmpenueMm  *.rbs B AHPEKTOPUU
%ProgramData%/Microsoft/Diagnosis, B KOTOPbIX XpaHSATCs MOATOTOBICHHbBIE
K OTNpaBKe IaHHBIC, MPU HX HaIW4duH. [Ipy BO3HMKHOBEHHMH TPOOJIEM C
yAaJeHUeM JaHHbIX (alaoB HE0OXOOUMO B CBOWCTBAX Ha BKIAJKE
«be3onacHoCThY» pa3pemnTh NOJHBIN H0CTYN K (aiiily, a 3aTeM yAaJIUTh.

5. VYnanuts cnyx0y mapuipyTtuzauuu push-coobmenuiit WAP mytem BBoga

koMmaH bl sc delete dmwappushservice.
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6. 3amyctuth nporpammy regedit.exe M, ¢ UCHOIB30BAHHUEM IIOMCKA B
peectpe mo cioBy «DiagTrack-Listener», ompeaenuts ¢aitsi, B KOTOpOM

HakaruBaeTcst  mHpopmamums — ceccun  AutoLogger-DiagTrackListener

aBromaTudeckoit ciyx0bl TpaccupoBku Windows (Event Tracing for Windows,

ETW) — momusiii myTh K aiiny xpanurcs B mone FileName cooTBeTcTByIOMICH

3anucu peectpa. [lepeliTn B OkHe KOMaHIHOW CTPOKHM B Manky ¢ ¢aiiom npu

oMoty komauabl ¢d %myTh k nanke% (rae %IyTh K nanke% - myTb U3 MO

«FileName» 0e3 ykazanus umenu ¢aiina).

7. Ougunctuth comepkumoe (aiiaa myTeM BBoAa Komauzael echo ™' >

AutoLogger-Diagtrack-Listener.etl.

8. 3ampertuTs HOCTYI K (haiiay myTeM BBoAa koMaHbl icacls %oFileName%

/deny *S-1-1-0:F. Ha skpan Oy/eT Bbl1aHO cooOIIeHHE 00 00paboTke daiia.

JlanHbIe MEHCTBHS HEOOXOIUMO BBIMOJHATH IOCIE KKIOTO KYMYJISTHBHOTO
OOHOBJICHUSI.

6.1.13 KoHTponb HAacTpOEK, OPraHU3alMOHHO-TEXHUYECKUX MEPOMPHUITHI U
COOJTIOICHUS PABUJI IKCIUTYaTaI|H JOJDKEH OCYIIECTBIATHCS HE PeXKe pa3a B MOJIroia
CHeIMaIbHO Ha3HAYEHHBIM JIUIOM, siBJsitomuMest osib3oBatenem CK3U «VPN-Key-
TLS», ecnmu nHOE HE TPETYCMOTPEHO MOJUTHKOW 0€30MacHOCTH KCILTyaTHPYOIIeH
OpraHU3aIHH.

6.2 TpeGoBanus k ayTeHTU(DUKAIIMN U pa3TpaHUYCHHIO JOCTyTa

6.2.1 IIpu wucnons3zoBannun CK3U «VPN-Key-TLS» mno kmaccy KCl1
npeaycMoTpena ogHodaktopHas ayreHtudukanus: BBoJ PIN-koxa, mo kmaccy KC2
JOTIOTHUTENBHO TIpeaycMOTpeHa ayTeHTudukarus cpeactsamu AIIMJI3, cmena
naposst AIIM/I3 noikHa TPOU3BOAUTHCS HE PEXKE OJHOTO pa3a B 6 MECHIIEB.

6.2.2 [nmuna PIN-koga paBHa 6 cumBojaMm. JlOmyCTHUMBIMH CHMBOJIaMHU
SIBJITFOTCSI 3arJIaBHBIC M CTPOYHBIC aHTJIMHCKKIE OYKBBI, ITU(PBI U CITCIICUMBOJIBI.

6.2.3 Jlomyckaetcst He Oosiee 2 MOMBITOK BBOAA HeBepHOro PIN-koma moapsia.
[Ipu TpeTbem nojnpsa HeBepHoM BBojie PIN-koaa, cCOOTBETCTBYIOMIAS YUETHAS 3aMUCh
osokupyercs. [{ns pa3diokupoBaHus yu€THOM 3anucu HeoOxoaumo BBectu PUK-ko1.

6.2.4 Jlmuna PUK-xonma paBHa 12 cumBonam. JlOMyCTMMBIMH CHMBOJIAMHU
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SBJISIIOTCSL 3arjIaBHbIE W CTPOYHBIE aHTJIMICKME OYKBbI, HU(PHI U ClieCUMBOJIBI. B
ciaydyae TpEX M Ooliee mombITOK BBoAa HeBepHoro PUK-koma moapsn HauumHaeTcs
NEPUOJl NPUHYIUTEIBHON 3aJEpKKH, 3aBUCSALIMI OT KOJMYECTBA MPEAbLIYIIHNX
noneIToK BBosia HeBepHoro PUK-kona moapsia (cm. [punoxenue 2). lomyckaercs He
6onee 9 momeiTok BBoja HeBepHoro PUK-koma moapsin. [locne nmecstoro monpsin
HeBepHOTO BBOoZa PUK-ko1a pa3diokupoBanne y9éTHOHM 3aliCH HEBO3MOKHO.

6.2.5 Cmena PIN-kona u PUK-koa momkHa TPOU3BOIUTHCS B COOTBETCTBUU C
nokymentoMm «CK3U “VPN-Key-TLS” BapuanT wucnonnenuss 7. PykxoBoacTBo
nosib3oBaTess. UHDOK.11485466.4012.021 91 05».

6.2.6 Bom PIN-koma mns gocryma k CK3U Ttpebyercss mpu Kakaom
MTOAKIIFOUEHUH YCTPOMCTBA.

6.3 TpeboBanus no obecneyenuto neiroctuoctu CK3U

6.3.1 JlomkeH NpOU3BOAUTHCA KOHTPOJIh OCHOBHBIX XapaKTEPUCTHUK TpHU
AKCIUTYaTalMM U NOCIIe XpaHEHUs n3aesni mytem nposepku nenocraoctu [10 CK3U,
B TOM YHCJIE MUKPOKOJA YCTPOMCTBA, B COOTBETCTBUHU ¢ AoKyMmeHTaue Ha CK3M.

6.3.2 Ilepen nauwanom pa6otel CK3U monwp30oBaTens MODKEH OCYIIECTBUTH
pacueT KOHTPOJIbHBIX CyMM st Moayiei «Starty m moxyis HashCtrl, a taxke
UCTIOTHSAEMBIX MOJIyJICH OTepaliMOHHON CUCTeMbl, cpeactBamu Momyiiss HashCtrl, B
COOTBETCTBUM C JOKyMeHTOM «lIporpamma xoHTposisi 1enoctHoctd HashCtrl.
WNuctpykiuss no skcruryaranuu. 11485466.72.21.12.103-02 91» u cBeputh HX C
ATAJOHHBIMU KOHTPOJBHBIMU CyMMaMmH, YyKa3aHHbIMU B dopmyisipe. I[lpu
OoOHapyKeHUM HECOBMA/ICHUsI KOHTPOJIbHBIX cyMM, pabota ¢ CK3U 3anpemiaercs 10
IIPOXOXKJIEHUs NpoLenypbl BoccTaHOBiIeHUs wLenoctHoctn [10. Taxke poikeH
OCYIIECTBIISITECSI KOHTPOJb 1eJOCTHOCTH Mukpokoga CK3UM B cootrBercTBUH C
nokymeHtoM «CK3U “VPN-Key-TLS” BapumanT wucnonHeHusi 7. PykoBoacTBo
nonb3oBatenss. MH®K.11485466.4012.021 91 05» wu cBepka pacCUMTAHHBIX
KOHTPOJIBHBIX CYMM C 3TaJJOHHBIMH, yKa3aHHbIMU B hopmyiisipe. [Ipu obHapyxeHuu
HECOBIAJEHUS KOHTPOJIBHBIX CyMM, cpeAacTBaMu APM mHUIManu3auuy B yCTPOMCTBO
«VPN-Key-TLS» nomkHa OBITh YyCTaHOBJIEHA CEPTUPUIIMPOBAHHAS  BEpCHUs

MHKPOKO/IA.
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6.3.3 Jnsa xmacca KC2 nonws3oBaTens MoXeT nepen HadaiaoMm pabotel CK3U
OCYUIECTBJISATh KOHTPOJb IEJIOCTHOCTH C TOMOUIBIO CEePTU(GULIHUPOBAHHOTO TIO
tpeboBanusiM O®Cb Poccun AIIMJI3 BMecTO mporpamMmbl KOHTPOJIS IETOCTHOCTH
hashctrl u3 cocraa CK3U. B coctaB Momyisieli NporpaMMHOIO OOECICUCHHMSI,
MOIIeXKAIIMX TIPOBEPKE, JOJKHBI OBITH BKIIFOUCHBI MOTyIH «Start» n3 coctaBa CK3U,
UCITOJIHSIEMbIE MOJAYJIM OIEPAlMOHHOW CHUCTEMBI, a Takxke npaiiBepsl [10 AIIM/I3.
Ecnu Oyner oOHapyKeHO HECOBIIaJieHME KOHTPOJIbHBIX cyMM, To pabora ¢ CK3U
3alpeiaeTcs A0 MPOX0XKICHUs POLEAYPbl BOCCTaHOBIeHUS LieinocTHocTH [10.

6.3.4 [Ipu BHecenun usmeHnenui B nporpammuoe odecrieuenue CK3U «VPN-
Key-TLS» monb3oBaTens M0keH ycTaHOBUTH oOHoBieHHEe 10O, chopmupoBaHHOE
cpeactBamu APM ymnpaBiieHusi OOHOBJICHUSIMH, B COOTBETCTBHUU C JIOKYMEHTOM
«CK3U “VPN-Key-TLS” BapuanT wucnojHeHus 7. PyKoBOACTBO mOJIb30BaTENs.
MH®K.11485466.4012.021 91 05».

6.3.5 3amyck npunoxenud Start.exe, Linux _Xx64, Start.app momkeH
MIPOU3BOIUTHCS UCKIIOUUTEIBHO U3 o0sactu namatu ycrporctBa « VPN-Key-TLSy,
BuguMoi cpencrBamu OC kak Hocutens nHpopmaruu Tina CD-ROM.

6.4 Tlopsmox obecnieuenus paborocnocoonoctu CK3U

6.41 B mnpomecce ¢dynkunonupoBanus ycrpouctB «VPN-Key-TLSy»
pacrmosoXeHHbIe BHYTPU CBETOIMOMABI CHUTHAJIM3UPYIOT O BHYTPEHHEM COCTOSIHUU
YCTPOMCTBA H pEXKHUMax paboOThl, B KOTOPBIX OHO HaxomutTci. B mporiecce
skcruryaraim  CK3UM  monb3oBarens JOJDKEH PYKOBOACTBOBATHCS — CIIEIYIOIIAM

ONMCAHUEM COCTOSIHUM YCTPOUCTBA:

Cocrosinue ycTpoiicTBa CaeToBasi CHTHATH3AIHSA

B ycTpoiicTBe OTCYTCTBYET MUKPOKOL IIOCTOSIHHO TOPUT KPACHBIM CBETOAUO/

Brimmonnenne komanael ot [I9BM npu | OT MOMEHTa TPUHATHA KOMAHABI 10
OTCYTCTBYIOILLIEM MUKPOKOJIE MoMeHTa oTnpaBku Ha [IDBM otBera

KPaCHbIN CBETOAMO]I TACHET

3arpy3ka B yCTPOMCTBO MUKPOKO/1a [Tpu BKIFOUEHHOM 3E€JEHOM CBETOAUOIE
MIPUMEPHO pa3 B CEKYHAY BCIBIXMBAET

KpacHbIN
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Cocrosinue ycTpoiicTBa

CaeToOBasi CHTHAJIM3aUA

VYcranoBka 3arpyxenHoro c¢ [IOBM

MHUKpPOKOJa B YCTPOMCTBO

~2 pa3a B CEKyHIy MWIAeT 3€JIEHBIN

CBCTOOMO, KpaCHBIﬁ BBIKJIIOYCH

[Ipoucxoaut murpauus (KOHBepTaUUs
BHYTPEHHUX JaHHbIX M3 (opmaTos

IpeabLAYIIUX Bepcuil) nociie

OOHOBJICHUS] MUKPOKO1a

ITocnie moakmouenusa k [IK Heckonbko
CeKYH (/10 HECKOJBKHX JIECSITKOB)
HEPUTMHUYHO M YaCTO MEpIaeT KPaCHBIH

CBETOJIMO/I; 3€JIEHBIN BHIKJIIOUCH

[lepBblii »Tanm WHULIHAAIU3ALNU  HE
IPOM3BEAEH WM TPOU30ILIA OIIMOKa
VHULAAIN3AIUN  KPUTHYECKU BaXXHOU

IMOACHCTCMBI YCTPOﬁCTBa IIpH 3aIlyCKEC

[TonepeMeHHO MOpPrarOT KpacHbIM H
3€JIEHBIA CBETOJIMOJBI, MPUMEPHO IO
MOJICEKYHABl Kaxapll. [lepexiroueHne

IMPOUCXOIUT MI'HOBCHHO

Bropoli sTan uwHHNUaIM3anUs ~ HE

MIPOU3BEAEH (He YCTaHOBJICHBI
HNePBUYHBIN ¥ (WIM) TPaHCIOPTHBIN

cepTudUKaTHI)

IlomepeMeHHO  MOpPrarOT  KpacCHbIN-
3€JIEHBIN-3€IEHBIN CBETOJIUO/IBL.
[lepexiroueHust  pasziesieHbl  I1ay30u

npuMepHo 110 0,2 cekyHIbI

Nunnmanuzamnus mpousBeieHa, ommodok

HC BBISIBJICHO

B mepBble npuMEPHO 2 CEKYHABI MOCIIE

noakimoueHuss kK IIK  ropar oba

ceeroauona. llocine WX BBIKIIOYEHUS

BO3MOYXHA HOpMajbHas paboTa

@aranpHas oOWMOKAa WHUIMATU3ALUN
(Hanpumep, KOHTPOJbHAs CymMMa Ha

BHYTPEHHUM MHUKPOKO HE

COOTBETCTBYET ATAJIOHHOMY 3HAYEHHIO)

Ob6a CBETOJIMO/1a MUTAIOT
OJIHOBPEMEHHO TNPUMEPHO 2 pasa B

CEKYHIY

Ot [I9BM npunina KpuTudHasi KOMaHIa

(Hammpumep, VHULUAIA3aIUS  yXKe

MHUIMATM3HPOBAHHOTO YCTPOMCTBA)

B Tedenue 3 CeKyHI YacTO MUTaer

KPaCHBIM CBETOJIUO/I; 3eIEHBIN

Jlotst

BBIITOJIHCHHA KOMAaHAbLI HY?KHO B TCUCHHUC

BBIKJIFOYCH. MNOATBCPKACHUA

9TOro BpCMCHH OTKIIIOYUTH YCTpOfICTBO

ot I[I9BM. Ecnu oTkimoueHue He OyaeT
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CocTosiHue ycTpoiicTBa CaeToBasi CHTHAJIN3AMS

IPOU3BEACHO 3a O3TO BpeMs, TO
ycTpoicTBOM Oyner Bbiaan Ha [IOBM

KOJ OTKa3a OT BBIIIOJTHCHHA KOMaH/IbI

6.4.2 He nomyckaetcs HenpepbiBHOEe PyHKimonupoBanue CK3U Gonee cyTok

(24 wyacoB) 06e3 ¢usnueckoro otkaodeHus yctpoiictBa «VPN-Key-TLS» wu

nepe3arpysku [I9BM.

6.4.3 I[eﬁCTBHH B HCUITATHBIX CUTyallUsAX, CBSA3dHHBIX C HCIIOJIb30BAHUCM

CK3H:

— INpu He OOHAPY>KEHUH YCTPOMCTBA CPEICTBAMH ONEPALUOHHON CUCTEMBI

clielyeT oOpaTUThes B CIIyKOy TEXHHUYECKON MOAECPKKU OpraHu3alnu-
npousBoaurens CK3U;

IIPY [TOJTHOM OTCYTCTBHH CBEUEHUS CBETOAMOI0B Ha KOPIIyCE yCTPOMCTBA
nocie MNOAKIIOYEHUS CIeAyeT OOpaTUThCs B CIIy)KOy TEXHUYECKON
MOAAEPKKN oprann3annn-nponssogurens CK3U;

OpU TONEPEMEHHOM MHIAaHUM KPAaCHOTO M 3€JIEHOTO CBETOIHOJIOB,
OPUMEPHO N0 MOJCEKYHIbl KaXKIbli, HA KOPIyCE€ YCTPOWCTBA CIEHAYET
obpatutcst ¢ ycTtpoilcTBoM Ha APM uwHUnIMaIU3auuM JJIsi TOBTOPHOM
WHULMATU3aluK (IPY 3TOM U3 MaMsITH yCTPOMCTBA OyIyT yJaleHbl BCe
KJIFOYEBBIE MApPhl, 3aIPOCHI U CEPTUDUKATHI);

Opu OTOOpPaKEHUMU Ha SKpaHe H300pakeHUH, HE COOTBETCTBYIOIIMX
npuBeneHHbiM B gokymMeHTe «CK3U  “VPN-Key-TLS” Bapuant
ucnonHeHus 7. PykoBoactBo nonb3oarenss. MTHDOK. 11485466.4012.021
91 05», ciemyeT OOpaTUTBhCA B CIYXKOy TEXHUYECKOW MOJIEPKKU
opranuzanuu-npounspoautes CK3U;

opu  OOHApyXEHUM  HapyUIEHUS  IEJIOCTHOCTH  MPOTPaAMMHOTIO
oOecrnieuenus B yctpoictee « VPN-Key-TLS» Heobxoaumo cpeactBamu
APM wuHMIManu3auuMy  OCYIIECTBUTh IE€PE3alncCh MNPOrPaMMHOIO
o0ecrieueHuss WIA YTWIM3UPOBATh €ro MOPAIKOM, OINUCaHHBIM B

HACTOAIINX ITpaBUJIaX.
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6.4.4 BoccTraHOBIIEHHE [IEIOCTHOCTH.

[lepen mnepBeim 3amyckom CK3U, pexkomenayercs chopmupoBath HaboOp
IpOrpaMMHOr0 oOecredeHus, ucnoib3yemoro mnpu ¢(yunkunonupoanun CK3U,
COXpaHUTh €ro Ha OTAEIHbHOM HAKOIUTEIE C pacyeTOM Ha HEro KOHTPOJIbHBIX
3HAQUEHUN YTUIUTON KOHTPOJS UEIOCTHOCTH, Bxoxsmiedn B cocraB CK3U, B
COOTBETCTBUHM C JOKyMeHTOM «lIporpamma xoHTpomst temnoctHoctrn HashCtrl.
HNuctpykmus mo axcrryatanuu. 11485466.72.21.12.103-02 91».

JlanHblii  HAOOp  MOMKEH  MCIOJIB30BAaThCS  MJI1  BOCCTAHOBIICHMS
paborocnocoonoctr CK3U.

Crnenyer npenycMOTPETh NEPUOAMUECKUN KOHTPOJIb LenocTHOCTH 3Toro I10.
Ecnu Oyner oOHapy»eHO HECOBIAICHUE KOHTPOJIBHBIX CYMM, CJIETyeT IPUHSATH MEPhI

o o6HoByeHuto Habopa [10.

7 TpeboBaHMa no obecne4yeHUO 6e30MacHOCTU npu
BbiBoge CK3U n3 akcnnyatauum

7.1 Ilpu 3aBepienun xuzHeHHoro ukia CK3U «VPN-Key-TLSy BeiBoasTCs
13 SKCIUTyaTaIliu:
— yerpoiictBo «VPN-Key-TLSy;
— OSKCIUTyaTallMOHHAs JOKYMCHTAITHS.
7.2 YcrpoiictBa «VPN-Key-TLSy» yHHUYTOXalOTCS MyTeM HX pa3pylICHUs C
MTOMOIIBIO KyCa4eK WIH JIPYTUX HHCTPYMEHTOB C YHHUTOXKCHHEM MHUKPOCXEM.
7.3 ®axt yauuroxenus ycrpoiictBa «VPN-Key-TLS» odopmisiercs akTom c

OTMETKOHU B JKYPHAJIC ITOSK3EMINIAPHOIO YUCTa.

Hacrosmue npasuna nosb3zoBanus coraacoBansl ¢ @Cb Poccun.
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Ipuioxkenue 1

[lepedyeHb BBI30BOB, HCIOJIB30BAHNE KOTOPBIX BOZMOYKHO MPHU pa3padboTKe
npukiagHoro 10 ¢ npumenennem CK3U « VPN-Key-TLS»

ocC* OrpaHuyeHue Ha
dyHKUMA OnucaHue MUcnosb3oBaHue,
oc1 |oc2 | oc3 KOMMeEHTapum
YnpaBneHue ceccnei Nonb3oBaTens

GET_PIN_LIST R R MonyyeHne cnmcuka LOCTYNHbIX i
YYEeTHbIX 3anucen

LOGIN N R OTKprTTe CeCccum ¢ npepbiBaHNEM i
TeKyLLen ceccum

LOGIN1 U R OTKpblTEle CeCCUM C COXPaHEHNEM i
TeKyLen ceccum

LOGOUT + + + 3aBeplLueHune ceccum -

YnpasneHue ceccuamm TLS
GET BS LIST N R MonyyeHne cnucka JOCTYMHbIX i
- - b6u3Hec-cuctem

SET_BS_USE N OTKprTVIfZ‘ Ceccum ¢ OCHOBHOM busHec- |
cucTemoim

START NEW SYSTEM N R OTKpbITHE ceccvw: C pe3epBHOW i

- - 6usHec-cuctemoit

Mn RL

GET_SID_URL_ID N R onyuntb URL ansa nepexona v3 i
6u13Hec-cucTembl

AAMUHNCTPUPOBAHUNE YYETHBIX 3aNnCeEN

CH_PIN_BY_PUK_ID + + + CmeHa PIN no PUK koay -

CH_PIN_BY_PIN_ID + + + CmeHa PIN no PIN koay -

CH_PUK_BY_PUK_ID + + + Cmena PUK no PUK koay -

EORMAT PIN ID N R PopmaTupoBaHue y4ETHOM 3anmen ¢ |

- - NoATBEPNKAEHUEM OTK/OUEHUEM

FORMAT_PIN_EX_ID N R dopmaTupoBaHue y4ETHOM 3anucu i

6e3 noaTBepPKAEHUA OTKIIOYEHUEM
Ob6HOoBNEHNE MMKPOKOAA YCTPOICTBA

INIT_UPD_ID N R Hauano npou,e,u,ypl:l 06HOB/IEHUSA i
MMKPOKOAQ YCTPOWCTBA

SET_UPD_D_ID N R Mepepaya yactn o6HOBNEHMA i
MUKpoOKoAa

FIN_UPD_ID N R OKoHuaHue npou,eiu,ypbl obHoBneHuA |
MWKPOKOAQ YCTPOWCTBA

Mopaudukauma xpaHuanwa cepTudmnKaTos

l'eHepupoBaTb K/AOYEBYHO Napy U

CREATE_PAIR_EX_ID + + + KBanNULMPOBAHHbIM 3anpoc Ha -
ceptudmkaT PKCS10
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oc* OrpaHuuyeHue Ha
dyHKUUA OnucaHue Mcnonb3oBaHue,
0C1 |0C2 |0oc3 KOMMEHTapuu
Y[anntb KNOYEBYo Napy v
DELETE_OBJ_ID + + + COOTBETCTBYIOLLME el cepTUDUKaTbI -
WAV O4UH NUYHBIN cepTuduUKaT
SET_CERT_D_ID + + + | YcTaHOBUTL cepTUdUKaAT -
SET CRL D ID R YCTaHOBUTb CMUCOK OTO3BAHHbIX i
- - ceptudmkatos (CRL)
Mcnonb3oBaHue XpaHunnnua CepTMd)MKaTOB
GET_OBJ_LIST_ID + + + MoNy4nTb CNUCOK 06BEKTOB -
GET_CERT_ID + |+ |+ HaliTn 06beKT no nosiam -
GET_OBJ_CERT_D_ID + |+ |+ Mony4nTb AaHHble O6BbEKTa -
Cny»kebHble PyHKLMK
GET SYS INFO ID N I'Ionyqvmb nHdpopmaumto 06 i
- - - ycTpoincTee
SET_ACT OBJ_ID . N . YcTaHOBUTbL cepTUDUKAT MO i
YMONYaHUIO
SET MC D ID N YcTaHoBUTb KOHGUrypaumio busHec- |
- - cmcrtem
BREAK_CRYPTOOP_H_ID |+ + + MpepbiBaHWe KpUNTOONEpPaLUit -
MNoanucaHue aaHHbIX B popmate CMS
TonbKO Npu 3HaYEeHUU
INIT_SIGN_H_ID + + + NHunumanmnsauma 30 B popmate CMS aprymena "signed_attrs=1
WKW OTCYTCTBUM JAHHOTO
aprymeHTa
SET_SIGN_DATA_H_ID + + + | OaHHble ana 3N B popmate CMS -
CALC_SIGN_H_ID + |+ |+ Bbluncnenue 30N 8 popmate CMS Toneko an,.OTCyTCTB.MM "
aprymeHTa "direct_diggest
GET_SIGN_CMS_H_ID + + + Monyunts 3N B popmate CMS -
NHopmaLma o KoHTeKcTe B bopmaTe
GET_CTX_INFO_H_ID + |+ |+
CMS
SIGN_PACKET + + + MNopnucaHue nakeTa 4OKYMEHTOB -
MposepKa nognucu B popmate CMS
INIT_CHECK_H_ID + . + NHuumannsauyma nposepkm I3M 8 )
¢dopmate CMS
SET_CHECK_DATA_H_ID |+ N ‘ [aHHble ans nposepku 3 B popmaTe
CMS
CHECK_SIGN_H_ID + + + Mposepka 30 B popmate CMS Toneko an,,O.TCyTCTB.MM "
aprymeHnTa "direct_diggest
3awundposaHune B popmate CMS
INIT_ENCIPHER_ID R NHUumannsauma wndpposaHus 8 i
dopmaTe CMS
ADD_RECIPIENT_Y_ID + + + | [dobaBneHune CTOPOHHEro -
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ocC* OrpaHuueHue Ha
dyHKUUA OnucaHue MCNoNb30BaHUe,
0C1 |0C2 | 0C3 KOMMeEHTapum
cepTuduKaTta nonyyatens
ADD RECIPIENT X ID N R Job6asneHne cobcTBEHHOTO i
- - = cepTuduKaTta nonyyarens
ENCIPHER 1D . N . LWWndposaHue aaHHbIX B popmate i
- CMS
GET ENCIPHER CMS_ID |+ |+ |+ ||o/YHuTbdactu ana -
3awundposaHHoro CMS
PacwudposaHue B popmate CMS
INIT_DECIPHER_ID N NHWumanmnsauma pacwmdpoBaHmna B i
¢dopmate CMS
PacwunepoBaHme aaHHbIX B popmate
DECIPHER_ID + + + -
- CMS
END DECIPHER ID N R 3aBepLieHne pacwndpposaHus i
- - AaHHbIx B dopmate CMS
HacnegHbie ¢yHKumm (FOCT 2001)
GET_CTX_INFO_ID + + + NHopmaLma o KOHTeKCTe -
INIT_CHECK_ID + + + UHnumanusauma nposepkm 30 -
SET_CHECK_DATA_ID N 3arpysvTb NOPLMIO fAaHHbIX A4S i

nposepku 3

CHECK_SIGN_ID

+

+

MposepuTtb 3l

*. OC1 - MS Windows
OC2 - Linux64
0OC3 - MacOs
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IMpuioxkenue 2

[leproibl NpUHYAUTENBHON 3aI€PKKH B 3aBUCHUMOCTH OT YUCJIa MOIBITOK
BBOJa HeBepHOro PUK-kona noapsia

Mpensinymee uwncio|0 1 2 3 4 5 6 7 8 9
ITOIIBITOK BBOJA
HeBepHoro PUK-koma

OAPSIA

[MpunynuTensHas 0 0 0 15 30 60 120 180 1440  |1440
3a7IepKKa 1o
CJEIyIOIIEH MOIMBITKI

(B MUHYTaX)
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INucT perncTpaunm MaMmeHeHUM

Ne Homepa nuctoB (cTpaHuu) Bcero Ne Bxopawmit Ne | Moan. | OaTa
n3M. W3MEHEH- | 3aMeHEeH- | HOBbIX | aHHynuMpo- nucros AOKyMeHTa conpoBoau-
HbIX HbIX BaHHbIX (cTpaHuu) B TenbHoro
JOKyM. OOKyM. 1 gaTa
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